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[ Abstract] With the rapid development of Internet, network security is particularly important. Web application vulnerability
scanning tool can effectively detect Web application vulnerabilities and prevent hackers from exploiting vulnerabilities. However,
most of the current Web application vulnerability scanning tools are single—machine applications, and scanning efficiency is not high.
This paper designs a new Web application vulnerability scanning system architecture, which decomposes the previous single —
machine application into multiple modules. Each module is deployed on different computers, and the computing power of multiple

computers is used to improve scanning efficiency.
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Fig. 1 System architecture diagram
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SimplePageProcessor processor=new SimeplePage
Processor( ) ;

Spider spider=Spider.create ( processor) ;

spider.run( ) ;

public void send ( String rootUrl, String url) |

if (hasInjectionPoint (url) ) {

rabbitTemplate.convertAndSend ( rootUrl ,url) ;
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public void run( ) |
while (true) |
String message =rabbitTemplate.get( QUEUE
_NAME) ;
DetectTask task =new DetectTask ( message ) ;

service.excute ( task ) ;

%
%

4 BRI

ARSCWETHI R G T 5 R 2 R, 5 —
A A TIREMIR, EZH AR R T8RS
% 5E P RO DO BE ; 565 3o R et ik R 40
FEBLH S BRI f 45 a]
4.1 Iheedlik
4.1.1 iR R

T ity JEE 7 R ) A5 SR < I B E K FH P A
AT 55 5228 22 5 v, e S5 i JR R I i 15 1%
o

DRSS - A DT 55 58 2 0 o, St
J R G S O M A
4.1.2  JedifEbR

JE€ HEH A TR RO < BE A% X H Aij 3l 25 Y URL
FEREIEAT IR ; e85 51 Boh el gl A5, 458
URL $E# KAHOCAE B2 B P

DAZE AR GBS I F BT Ie L Thfg , I B 5
i URL 85 #2 0 #1232 205 8 b ) 4 v D3k 5

4.1.3  KeiiEbe

o INABE R P T A5 SR « B A A T 11 358 43 SQL 1
AT XSS 855 B A T 1 5 Be 8 51 8 v [a] £
SEIRAF AR 1Y URL 4§ 4%

DAEE SR . Be A AT B a2 R B 4 1
URL 5542 , I 5¢ i I Dy g , o i
4.2 TEREMIK

FEEMARIH S B RGBT ] 52w, X
[F]— Web 3 £, 533 R B4 R 5 88 43 25 15 1)
R TR,

MERPLAERE 2 1> 46 A, 55 /R 15 AbBERS,
THE H 4 RabbitMQ #88 7F 2G A7, H#% CPU
I,

T AT, FEA ML T — 1> Web 3 41,
FATHEH, MR RE L 1,

F1 WRER
Tab. 1 Test result

ERE i) I
RY 5T ETHT 362
RE5rEG 218

5 ZERIE

ARSCWFFE T SQL v A A A1 XSS ¥ il (14 7= A4
Jirt PRSI 5325, 3 AT 1T BT Web L H il 4948 T
BAAENA R, B X AR R =1 T — BT i)
Web N His A R 50, 827 B b )6 s ik
N 2 A AT 3 B MU 2 SR L T
R S ORI R G R R

S Sk

[1] Z40. LT HTMLS M8l A T b il B R F o2 5 52 B[ D).
de3T. dEETlReL K2, 2016.

[2] PMBE . Web NI 437 SR A RFSE [ D], dbat . Jbathie
K2£,2016.

(3] MR, M€ H 5 504 sUH AR 1K Web S FH R 4514 T LA BF 5T
S5 D]. db5T. dbatlRH K%, 2016.

[4] BEHatE. Web b FHURIRA M RGBT 53T D). P54, P4
FRHER 2014,



