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Research on security threat and security technology of NFC mobile payment
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[ Abstract] With the development of mobile Internet, especially the popularity of smart phones, NFC mobile payment has
gradually become a mainstream mobile payment method. However, due to the imperfect NFC technology, there are still many
security threats, which seriously restricts the development of NFC mobile payment. In order to protect the data security of NFC
mobile payment and the privacy of users, this paper proposes several security technologies such as data encryption, random number
and book signature, and analyzes the effectiveness of these security technologies in dealing with security threats. It is believed that
the use of these security technology applications will help to build a more secure NFC mobile payment system.
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Fig. 1 NFC technical standards and working modes
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Fig. 2 NFC mobile payment system architecture
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Fig. 3 NFC mobile payment transaction process
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