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[ Abstract] With the increasing use of wearable devices, data privacy and confidentiality based on body area network medical
monitoring has become increasingly prominent. Key extraction based on channel characteristics can eliminate complex key
distribution process and computational overhead, but existing work cannot prevent collusion attacks and the quantized key
transmission is susceptible to collusion.To this end, the third—party trusted organization Victor is introduced to verify and distribute
the keys of Alice and Bob on both sides of the body area network communication, which not only prevents collusion attacks,but also
undertakes information coordination work, reducing some energy consumption of Alice and Bob. In addition, the quantized key is
processed by a rectangular frame structure , which is convenient for running ShiftRows and ColumnMix operations on the key , thereby
ensuring the security of the quantized key transmission and effectively preventing the attack of the middleman.
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Fig. 1 Key extraction scheme
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