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Safety design and analysis of civil aviation government affairs system
XU Lu, ZHANG Xu, DING Yanan
(School of Air Transportion, Shanghai University of Engineering Science, Shanghai 201620, China)

[ Abstract] With the comprehensive promotion of the information process, the government affairs system develops rapidly. In order
to improve work efficiency,civil aviation units also began to build government systems. But because the government affairs system
involves the personal and the government related confidential information, the civil aviation government affairs system security

protection has become the core question of government affairs system design. This paper analyzes the safety importance of civil
aviation government affairs system, puts forward its safety requirements and objectives, and analyzes the safety design of the

system.
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Fig. 1 Security architecture and basic elements
REE P G467 — Rl B s 4R
Ao Bl FARAT AT S BRI B A 4. al
PARE— T S BB 18 50 )= BTy,
R RE FH T B0y I SR F L BE S U5 ] oAbl 55 e 55
I'JP 2T SAML Al Liberty Alliance HL{E L)

Wo WK 2 B % e B A SR B0 2 5 1 —
LB o

Service Password SSO Assertion || Credential | | Service
Requester | [Synchronizer| | Delegate | | Builder || Tokenizer || Provider

LA
PR
2.8 KT ' .
0 wwsszrm U peens
. : " C 4.tk SAML I
1 5 | 1
. SAML D l ,
Wi 75
7 ]
6.4 R
"l
LA e A

7. F SAML I 2 7!
AT 4
8.1 7] SAML i 75 74 )

0

9. ki SAML Wi 5 7

-
R T T T

0% A R |
0 :

L% Ry ik

U584 R

?

—

E2 SHEREMFE
Fig. 2 Identity layer security sequence diagram
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Fig. 3 User login sequence diagram
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