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Data privacy protection scheme of industrial Internet of Things
based on elliptic curve encryption algorithm
FENG Yunxia, WANG Xixian
(College of Information Sceince and Technology, Qingdao University of Science and Technology, Qingdao Shandong 266061, China)

[ Abstract] At present, the cluster interaction of different types of industrial equipments through the Industrial Internet of Things
breaks the data silos, so that the data is no longer independent, but in this case, the transmission of data is accompanied by the
security problem of data leakage. In addition, industrial objects networking also needs features such as decentralization and
traceability. In order to solve this problem, this paper proposes an industrial IoT data privacy protection scheme based on elliptic
curve encryption algorithm under the blockchain architecture. In the scheme, the data between the data receiver and the data sender is
encrypted by a one—time password. Meanwhile, the key transmission and ciphertext transmission in the scheme are managed by
smart contracts, and the encryption and decryption processes are operated locally, reducing the computational consumption of smart
contracts. Thereafter, through simulation and security analysis, it is ensured that the scheme can achieve data privacy protection.
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Fig. 1 Flow chart of data privacy scheme
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Tab. 1 Functions description table in the data sharing contract
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Fig. 2 Data query receipt

BT SO T A IR B S 22 x
ILRARNER | LA B SC R AT R . A 2 A
SCHATIE A TE S AR B 2, 5ULEIY zhaiyao FHXS
oo X T 45 RRIAS 3 10 52 96 295 5K 0 25 H PP AT
LIRS

(1) TRPIZE IR - 3 SO 2% I A5 380 B S, %o BH SRy
A A E5 SR 5UEIHY zhaiyao AHIF]

(2) g g R e R R 3 18 4 s, e
AT LR 2,

» 9), (4, 9), (3, 7), (2, 4), (2, 6)]

Press enter to close pr‘(:ghn‘

B3 BXBRE
Fig. 3 Decryption of ciphertext

PS C:\Users\hp> &

6100d305020d81f73c4f99cbadf6f8a73145a21a15a5eaf53ede6dfoeb1b8dda
PS C:\Users\hp>

B4 BAXHRAHITEER

Fig. 4 Hash calculation result of plaintext
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Tab. 2 Hash value comparison
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