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Anomaly detection method for on-board equipments data flow
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[ Abstract] Aiming at the problem that the existing anomaly detection methods are difficult to find the anomaly of on-—board
equipments effectively through the driving data of vehicles, this paper proposes an abnormal detection method for on — board
equipments data flow. First, the method calculates the fluctuation, deletion and difference of data from the perspectives of stability,
integrity and consistency, and then puts the calculated results into the accumulation pool as the detection value. After extracting
multiple abnormal features from several detection values in the cumulative pool, the improved Dempster Shafer evidence theory is
used to synthesize multiple features into eigenvalues. When the eigenvalues reach the threshold, the corresponding abnormal events
could be triggered. Finally, Bayesian theory and probabilistic Petri nets are combined to model the combination of abnormal events
and deduce the fault. Experiments show that the classification model evaluation value F' mean of this method reaches nearly 84%,
which can effectively detect the equipment that may have abnormalities.
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Fig. 1 Flow chart of abnormal event detection
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Fig. 2 Schematic diagram of time division
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Fig. 4 Work flow chart of cumulative pool
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Tab. 4 Protocol table on on—board equipments
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Tab. 5 Anomaly detection categories

R A S A S 44 ERElPE e
e PEAG N D, TR E N DS,

D, SR o R R DS,
D sy FURER R E 1 DS,
SERETERE I D, BTl oe ik DS,
Ds B UEDAT &€/ TFTE: 3 DS,
Dy B AR e B DS,

D, el {7 B e 1k DS, \DSs
—EERI Ds FSME M EARY DS, DS,
Dy Bl EE BB DS, .DSs

Dy MHURKAT{IMEEE DS,

Dy s 2 b Ut DS,

Dy (iR e ] DS,
Bl 7(a) ~ () S3 SR TR E P o8 4k Fl—
e = A PERRE bR T A5 Ry R0 S A U R




EERNE |

2 A T KB a2 S s € MU B R ol RS 51

TG UARIREE B AR BRI 45 5 2 5 X
JOF S RGN i FE ™ R B N R HE Y, 4k
425 R BRONT01) BB (AT 0.1~03 2
[B]) FHE (N T 0.3~0.5 Z[]) f™&E (HHEEKT
0.5), B 7 P PrERR 50 R R, WOz R
H S W N e o

16 0001 15177 FHAH<0.1 20
18.97% G 470103 |
14 000 F{503~05] 18
ﬁ”:’mf'{ﬁ>0.5 16
12 000[ SR 14 &
- 4T
g 10 000 125
E 8 000~ 7413 | 10§.é
o .
5 6000~ 8.11% 8 o
4000 3811 423 1°¢
4.56% 14
2000} 1241 1028
796 42
361 394
0 19 182 66 0
D, D, D,
(a) FEsEMER L,
45000 Sl<0.1 770
64.40%  SHAH0.1-03
_ 39031 A
40000 ﬁﬁ% 03-05 60
35000 - AH>0.5
) SRR {50 s
EH 30 000 [~ 28322 ,313:
= 25000 140 E
= % o
E[lt 20000 |- 19543 31:22% 16400 30 %*;
15000 |- 225%
11408 12 oo 10353 20
10000 [- 86%
3922 5385 10
5000~ 2139 3098 4301 262 3616
0 129 201 7 |,
D, Ds Ds D
(b) FERCHERILE R
70001 98
E‘ﬁ%ml 6325 7.25%
6 000 FHAH0.1~03 47
SIE103~05
5000 Hi{%ig‘i 10 =
e SRR |3: =
= 45 %
E 4000 ?
-l 4 b2l
i= i . 3.69% =
53000 3.22% 2616 1, =
2190
2.000F 1810 239% |
1.98% 2
Loool. ¢ 1107 1139 1014
- 681 i
Shep  OH 167 320 0025007 1
0 96 12563 142 170 61,
Dy D, Di Dy Dy,

(c) —EtErigh
B7 SERNESRITER

Fig. 7 Statistical results of abnormal detection value

LR 7 [ 73 A AT UG Y - 58 B AG T 1Y) S
R R AR e T A 2 R R A A A (K
i /N T AL 2 RIS, A 4R s &
TGS BBl 4 57 T /N BERE 25 R A
B — BRI S A H R A A, (H R A
A D AR o B T At 2 BRI S, 15
PRI R S SO R, B L D, D,
D, AR 7 S 5 A6 H 3R Ry T H b [ 2 550 A

73, (ERR R Y S (RN o L A A I 5
AOFIEZES . M Tk 3 Al 7 0H8 A E DS2
DS, Ul W I SCFE] ST 1] e, D) &5 dh RRAtE ) %
FZ | S R IR s

BEXF A S o s B R, WE -
P = ZT X R T, 0 e 11,2,31 20908
1H 3 HATH, X5 A4 N BRF AL E T
FEEIHARAES O

Kl 8 J& 3 AR IX IR (AR L E B, 5T 8
(a) 2 R 7 o B B B0 | EL P B 7™ T A 5 A
IE N R AR AT O

0.9
0.8
0.7

characteristic value 1
characteristic value 2
characteristic value 3

threshold value 1
threshold value 2
threshold value 3

0.6
205
S04
0.3
0.2

0.1

0 2 4 6 8 10
day

(a) THH—

0.9 characteristic value 1 threshold value 1
threshold value 2

threshold value 3

0.8 characteristic value 2
0.7 characteristic value 3
0.6

205

E
04
03
02
0.1

0 2 4 6 8 10
day

(b) HH—
E8 HiEETHERE

Fig. 8 Change trend of characteristic value
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Fig.9 Statistical results for the events generated by the cumulative

pool
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Tab. 6 Abnormal event set of on—board equipments
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Tab. 7 Fault detection results of on—board equipments %
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